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Zero Trust Network Access 
(ZTNA) 

Provide users on  
any device, anywhere, 
secure access to  
any application or 
resource.  

PRODUCT BRIEF Provide secure access to anyone anywhere 

Access control lags behind today’s business and security needs 
The cyberattack surface of organizations has grown significantly with the shift to 

the cloud, the dispersion of work locations and new access scenarios. User authen-

tication hurdles for remote users and partners limits their productivity and creates 

security gaps, while being complex to manage and slow to provide.

ZTNA makes access control secure, flexible, and simple to manage 
ZTNA architecture follows an adaptive trust model, operating on a need-to-know, 

least-privilege basis. Only authenticated and authorized users, endpoints, and 

applications are granted access to resources. Access is managed centrally, and is 

policy-based and granular, ensuring flexibility and security.

Connect everything 
securely

Open Systems ZTNA can be agent-

less or agent-based to provide 

flexible and secure access to new 

users, sites, and partners using any 

device, anywhere in the world. A 

single interface manages access to 

any type of corporate application 

anywhere.

Smart, true 
zero trust architecture

Open Systems offers integrated 

smart routing via cloud-based ZTNA 

PoPs, ensuring higher performance. 

By separating the identity provider 

(IDP) and ZTNA enforcement points, 

available on-prem or in the cloud, 

the impact of a compromised ZTNA 

cloud can be minimized.

24x7 fully  
managed service

Open Systems ZTNA is delivered 

ready to go, with all the required 

capabilities and operational 

functionalities to start using it today. 

The Customer Portal provides 

insights into status, policy controls, 

and the monitoring you need for 

reliable operations.

Securely
Connect
Anything

More use cases
More authorization
More control

Smart, True
ZT Architecture

More performance
More security

SASE and XDR Integration

24x7
Managed Service

More reliability
More support
More included

Start Now
Think Next

More adoption options
More synergies
More agility

ZTNA

Cloud (IaaS)

Suppliers

BYOD Users

Managed Devices

On-site Users

On Premises

SaaS Applications

Enable any user using any device in any location to securely access corporate applications 

Never trust, always verify 

Why choose ZTNA by Open Systems?



Open Systems is a secure access service edge (SASE) pioneer that enables organizations to connect to themselves, to the cloud, and to the rest of the 

world. With cloud-native architecture, secure intelligent edge, hybrid cloud support, 24x7 operations by level-3 engineers, and predictive analytics, the 

Open Systems SASE delivers a complete solution to network and security.
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Start reinventing how you deliver network  
and security as a complete service from the cloud

Integrate Open Systems ZTNA with our cloud-based SASE (Secure Access Service Edge) and XDR 

(Extended Detection and Response) services. Begin your SASE journey with ZTNA and add other 

Open Systems’ services, such as SWG, MEP, Firewalls, and CASB, as needed. You can conveniently 

manage all these services from a unified interface. Additionally, leverage XDR risk data to enrich access 

control, authentication and security. 

Range of policy options

• Enrich authentication using cre-

dentials, certificates, and MFA 

• Set policy by factors including 

user group, device posture, and 

XDR-provided risk score

Serve every user

• Agentless or agent-based to 

include all your users

• For agent-based: enforce encryp-

tion on all traffic going via ZTNA 

and add a Secure Web Gateway

Access all applications

• Ensure short paths and place en for-

cement points near your apps

• Control access to corporate SaaS, 

cloud-based and on-premises 

applications
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• Agentless cloud solution

• HTTP(S), RDP, SSH

• Self-service

• Agent-based solution also available

• Cloud and on-prem, any application

• Fully managed service available


