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ADVANCED THREAT PROTECTION

Quickly detecting and
blocking access to zero-

day malicious entities

Keep pace with attackers

Malware, phishing and ransomware require having rapidly updated protection

Most of the successful cyberattacks start with browsing a compromised website or
receiving a malicious email. Quickly changing environments for such distribution of
malware, phishing, ransomware and adware/spyware make it indispensable to have
your protection against it updated very fast.

High quality threat intelligence feeds to protect from 0-day threats

Threat Protection is the platform at Open Systems to block malicious URLs, domains
and IPs. It aggregates different threat intelligence feeds which deliver known indicators
of compromise (IOCs) in real time. With Advanced Threat Protection (ATP), your protec-
tion level can be enhanced significantly by adding more protection layers and high
quality, commmercial intelligence feeds for O-day threats.

Threat Protection — Unified threat intelligence for web and email security
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For consistent protection, Secure Web Gateway, DNS Filter and Secure Email Gateway use the knowledge from a centralized threat protection platform.

Why do you need Advanced Threat Protection by Open Systems?

BECAUSE SPEED
MATTERS

Most phishing and web threats are
designed to cause damage in a short
time while awareness is low. Therefore,
ATP includes cormmercial O-day threat
intelligence feeds which are designed

specifically to catch O-day threats quickly.

HIGH QUALITY THREAT
INTELLIGENCE

ATP aggregates third-party databases
including commercial threat intelligence
feeds which deliver verified malicious
URLs, domains, and IP addresses in real
time. These feeds combine information
from various sources to classify the URLs
and domains.
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THREAT INTELLIGENCE
MANAGEMENT

The used threat intelligence feeds are
curated by Open Systems engineers and
security specialists to always have a
powerful and first-class quality set of
feeds covering different attack vectors
from various threat intelligence vendors.
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Advanced Threat Protection - How it works

Advanced Threat Protection offers additional, commercial - In-house spam traps and honey pots

0-day threat intelligence feeds from well-known security solu- - Hosting companies and registries

tion providers, as an add-on to the basic Threat Protection - Law enforcement and internet governing bodies
which is included in our Secure Web Gateway, DNS Filter and - Enterprise businesses and internet service providers
Secure Email Gateway. These feeds combine information from - Independent security researchers and volunteers

various sources to classify the URLs and domains.
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FAST SPECIFIC RELIABLE
Always the latest and - Granular, specific threat - Very low false-positive rate
greatest IOC information information in the form of URLs even for quickly changing threats
) instead of IPs/domains
Including O-day - Regular, automated and human
or even 0-hour/0-minute 10Cs - Diverse sourcing of IOCs: reviews of I0Cs
. . email vendors and MTAs, DNS servers, . . .
Automatically updated in the central . . - Reporting functionality and 24x7
. . ISPs, security community etc.
|OC database for real-time protection support

Oopensystems

Open Systems connects and protects users, apps, and data everywhere they reside with a comprehensive, unified easy-to-use technology platform

combined with an excellent 24x7 Managed SASE service.
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